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We used four voting authorities as components of the 
protocol. The proposed protocol is summarized in the Fig. 1. 
For this protocol we pre supposed that voter gets its voter id 
and password physically for login at KDC. Public keys of all 
the authorities saved in public keys directory. In the election 
database voter’s identity particulars and other details are 
saved. 

Step 1: Voter login at KDC by submitting its id and password. 
This request also contains the hash of the voter id. For 
registered voter KDC generate public/private key pair and 
send to the voter. 
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Step 2: Voter requests to the EC for ticket. EC ensures that 
voter is registered with KDC and gets the public key from it 
.After verification of voter EC generates the ticket and send it 
to the voter confidentiality i.e. in encrypted form. EC keeps 
track of the voters that have got the tickets, to ensure one vote 
can take the ticket once. 
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 Step 3: Voter prepares the mark for and send it to EC for bind 
signature. Mark signed with voter’s private key is called as 
salted voter mark. EC decrypts it and put the signature on it 
and sends it back to the voter. Here ‘r’ is the blind factor. 
Voter removes the blind factor and gets the mark signed by 
EC.
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Step 4: Voter submits the ticket to the BDC to get the ballot. 
BDC records the used tickets in order to prevent the reuse of 
the ticket. Other than the ticket voter need not to show any of 
its identity to the BDC. This ensures voter confidentiality in 
the protocol. 

Step 5: For the request with valid ticket BDC issues a ballot. 
Each ballot contains two fields. The fields of the ballot {C, T} 
are T that denotes the type of the ballot and c[i] that denotes 
the ith name of the candidate in the list. BDC encrypts both 
data sets with different keys. 

Let h be the shares key which is used to encrypt the type of 
ballot and v is the keys used to encrypt the list of candidates. 
Ballot type (t) and list (C[i]) are encrypted as: 

)(tET h   and  ])[(][ icEiC v  

Step 6: Voter can decrypts the list. It marks it choice and 
sends the choice ‘D’, type ‘T’ and signed mark ‘R’ to the VCC 
for counting. 
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Step 7: VCC cannot open the exact type of the ballots; to 
count the casted votes VCC enlists all the votes as per their 
types. It decrypts the mark by EC’s public key and stores the 
marks too corresponding to the vote. 
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After counting it publishes the list in public domain and sends 
it to the EC. 

Step 8: EC decrypt the types of the ballots with the key shared 
with BDC and declare the final results. It cannot modify the 
results as they are already among public. 

)(TEt h
  

3. IMPLEMENTATION AND RESULTS 

We deploy the moduls on systems, where each server was 
running on different system. In this four servers are running on 
four different systems and voters are interacting with these 
servers from their systsems. For this implementation we took 
3 candidates this results 6 types of ballots. Ballot type is 
randomly generated at BDC to issue to the voter.When the 
process is started votes need to login shown in Fig. 2. 

After successful login at KDC, voters send the details to the 
EC. EC issues the ticket and signs the mark blindly. Then 
voter send this ticket to the BDC and gets the ballot.  
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Fig. 2: Login form 

Fig. 3 and 4 shows the interaction of KDC and EC servers 
with the voters respectively. They work in same manner until 
voting time overs.  

 

Fig. 3: Running KDC server 

 

Fig. 4: Running EC server 

After receiving the ballot voter gets the list of candidates and 
marks the choice, Refer to Fig. 5(a). This choice is send to the 
VCC, Fig. 5(b). 

 

Fig. 5(a): List of candidates 

 

Fig. 5(b) : Voter display 

When election time overs BDC prints the total ballots issued 
along with the types of the ballots. Fig. 6 shows how BDC 
interacts with BDC during election time, and the list of issued 
ballots after elecition time. 

 

Fig. 6: BDC server 

As VCC do not know the actual type of the ballot it cannot 
declare the result. It only can differentiate the types and 
prepares the list. Fig. 7 (a) shows that prepares list of votes. 
VCC publishes this list in public before sending it to the EC 
for final results.  

Fig. 7 (b) shows the respective marks of the votes, counted by 
the VCC. This list is also on public domain. By looking at this 
voters can check weather their votes are counted or not. This 
also helps in preventing the fraud in voting. 
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Fig. 7(a): List of counted votes as per their types 

 

Fig. 7(b): Received marks with votes 

BDC shares the secret key of ballot type with EC. EC decrypts 
the type of the ballots and count total votes of the candidates 
and announces winner of the voting. It publishes this result on 
public domain. Refer Fig. 8(a), decrypted types of the ballots 
and total votes of individual candidates and Fig. 8(b) shows 
winner of the voting. 

 

Fig. 8 : Results at EC 

4. CONCLUSION 

We have implemented the protocol for an e voting process. 
This protocol ensures voter confidentiality using the ticket to 
get the ballot, vote accuracy by seperating the name and vote 
in the ballot and provides a secure and verifiable voter 
authentication using public key Kerberos. Use of blind 
signature makes the protocol receipt free. By following the list 
publishes by the authorities any fraud in the voting can also be 
detected ie.e if total number of issued ballots are not equal to 
total number of marks published by VCC, then there must be a 
fraud attempted by any of the two authotities collectively. We 
can conclude that the proposed protocol meets all the security 
requirements of an e-voting process and ahs achevend all its 
objective. 
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